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Mar Athanasius College(Autonomous) maintains an IT policy that promotes the op�mum use 
of IT resources in the college. It intends to achieve a systema�c mechanism for the use of IT 
resources for students, research scholars, staff and faculty members. 

  

Informa�on technology policies ar�culate the ins�tu�on’s vision, strategy, and principles. 
The IT policies interpret applicable laws and regula�ons and ensure that the policies are 
consistent with legal and contractual requirements. In addi�on, IT policies specify 
requirements and standards for the consistent use of IT resources within the Ins�tu�on. 

A senior faculty is appointed as IT Coordinator and two IT staffs are appointed to assist him. 
The purpose of this policy is to detail the acceptable use of informa�on technology resources 
for the protec�on of all the concerned par�es involved. The scope of this policy includes the 
use of ins�tu�onal IT resources, including but not limited to, computer systems, email, the 
network, and the Internet connec�on. The policy outlines the email use, confiden�ality, 
social media and web browsing. Network usage inside the campus is protected by password 
and an affidavit is to be signed by the students to get the password. 

So�ware 

·        Based on the direc�ons from Kerala Government and the University, the systems are 
mainly working on open-source so�ware. 

·        The ins�tu�on reserves the right to limit, control, restrict and reject access to 
ins�tu�onal data and informa�on sharing. 

·        Data and so�ware are protected using authen�c, paid an�virus package and fire walls. 

Wireless Network 

Wireless access shall be done securely through certain steps to mi�gate known risks. Access 
to wireless network is protected by password for staff and students. Social media is blocked 
for students during working hours. Guest access to the ins�tu�onal network is o�en 
necessary for students, customers, consultants, or vendors who are visi�ng the Ins�tu�on. 
Guests can access the network with permission. 

Network Security 

·        Ins�tu�on needs a secure network infrastructure to protect the integrity of its data and 
mi�gate risk of a security incident. The purpose of a specific network infrastructure security 
policy is to establish the technical guidelines for IT security, and to communicate the controls 
necessary for a secure network infrastructure. 

·        This policy might include specific procedures around device passwords, logs, firewalls, 
Networked hard wares, and security tes�ng. 
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ATTENDANCE POLICY 

Mahatma Gandhi University, Kottayam stipulates attendance component 
in the Continuous Internal Assessment for all undergraduate programs. A 
minimum of 75% attendance (73% for girls) is mandatory to appear for the 
End Semester Examination of all undergraduate and postgraduate 
programmes. The college has developed a policy for marking attendance 
for students as detailed below. 

 Attendance is taken every hour in all working days and attendance 
percentage is calculated on the basis of teaching hours conducted. 
Attendance is entered both into the faculty diary kept with the teacher in 
charge and into the online attendance system by the teacher regularly.  
 All students can view their attendance percentage for every course and 

the aggregate attendance for all courses together through their Student 
Login.  
 The Attendance Committee shall display the attendance on the College 

Notice Boards in the first week of every month. If the student has any issue 
or finds any discrepancy in his/ her attendance, he/ she should immediately 
inform the teacher in charge by submitting a written application within 
three days of the display of the Attendance Record of the preceding month. 
 Before the End Semester Examination, the attendance shall be displayed 

on the College Notice Board as well as on the student Portal.  
 Students who fail to fulfil the attendance requirement are not eligible for 

appearing for the End Semester Examination.  

Continuous Assessment mark for attendance may be given course-wise.  

 Attendance for Students for the short and/or long excursions/ field visits/ 
study tours organized by the College and supervised by the teachers, as 
envisaged in the syllabus and attended by the learners shall be credited to 
his/ her attendance for the total number of lectures, practicals and tutorials 
delivered on the concerned days. 
 Attendance of the Students who officially represent the College in sports, 

extra-curricular, co-curricular activities, competition, camp, workshop, 
convention, symposium, seminar or any such activity with prior 
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policy is to establish the technical guidelines for IT security, and to communicate the controls 
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social media and web browsing. Network usage inside the campus is protected by password 
and an affidavit is to be signed by the students to get the password. 

So�ware 

·        Based on the direc�ons from Kerala Government and the University, the systems are 
mainly working on open-source so�ware. 

·        The ins�tu�on reserves the right to limit, control, restrict and reject access to 
ins�tu�onal data and informa�on sharing. 

·        Data and so�ware are protected using authen�c, paid an�virus package and fire walls. 

Wireless Network 

Wireless access shall be done securely through certain steps to mi�gate known risks. Access 
to wireless network is protected by password for staff and students. Social media is blocked 
for students during working hours. Guest access to the ins�tu�onal network is o�en 
necessary for students, customers, consultants, or vendors who are visi�ng the Ins�tu�on. 
Guests can access the network with permission. 

Network Security 

·        Ins�tu�on needs a secure network infrastructure to protect the integrity of its data and 
mi�gate risk of a security incident. The purpose of a specific network infrastructure security 
policy is to establish the technical guidelines for IT security, and to communicate the controls 
necessary for a secure network infrastructure. 

·        This policy might include specific procedures around device passwords, logs, firewalls, 
Networked hard wares, and security tes�ng. 

·        Ins�tu�onal personnel may not broaden access to ins�tu�onal data without 
authoriza�on from the Management. This limita�on applies to all means of copying, 
replica�ng, or otherwise propaga�ng ins�tu�onal data. Authoriza�on to access ins�tu�onal 
data varies according to its sensi�vity. It’s important to understand that overall sensi�vity of 
ins�tu�onal data encompasses not only its confiden�ality but also the need for integrity and 
availability. The need for integrity or trustworthiness, of ins�tu�onal data shall be considered 
and aligned with ins�tu�onal standards. Unauthorized use / modifica�on of ins�tu�onal data 
invite disciplinary / legal ac�on. The ins�tu�on is commi�ed to provide quality IT services by 
constant upgrading of facili�es and introduc�on of latest updated so�ware. 

Du�es of IT Coordinator 

·        Administra�on and maintenance of the common facili�es such as Central Computer 
Center, LAN and WiFi networks in the campus. 

·        Iden�fy failures in Campus network and rec�fy it. 

·        Make arrangements for online examina�ons, Training and Placement tests and training 
programmes of external agencies (approved by the management). 

·        Monitor the data usage and warn/terminate the unauthorised usages if any. 
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